AHHOTALIS JUCITATITAHEI

«OcHOBBI HHPOPMALIMOHHON O€30MACHOCTH »

JucrummHa «OcHOBBI WHGOPMAIMOHHONW O€30MacHOCTH »  SIBIISICTCS
YacThIO IPOrpaMMBbl crieruanuTeTa «be3onacHoCTh OTKPHITHIX HHGOPMAIIMOHHBIX
cucreM (CYOC)» no nanpasnenuto «10.05.03 NMudpopmannonnas 6€30macHOCTb
aBTOMAaTHU3UPOBAHHBIX CUCTEMY.

Hesn 1 321244 TUCUUTIIMHBI

Llenn -
M3y4YEeHUETIPUHIIUIIOBOOECTIEYEHUSMH (DOPMAIITMOHHOK0€3011aCHOCTUU3AIIUTHIMH (O
pMmanuu, MOAX0JI0B
KaHaJn3yyrpo30e30nacHOCTUMH(OPMAIIMOHHBIXCUCTEMUOCBOCHUEKOMIIETEHITUI T
Js. peuleHdsl OCHOBHBIX 3ajlay 3alluThl HHPOpManuu B HHGOPMALHUOHHBIX

cucTeMax 3anauu JOUCIUTLINHBI: -
M3Y4YE€HHEOCHOBHBIXIIOJI0KEHUNUTOCY 1apCTBEHHONTOIUTUKUBOOIaCTHOOECTICUeHU
s MHPOpPMALMOHHOU

6e3onacHocTuPoccuiickoitdenepau,0CHOBHBIXTOHATHIBOOIACTU3AIUTHI

MHpOpMALMM M METOJ0JOTMYECKUX MPUHIUIIOB CO3JaHUSI CUCTEM 3alUTHI
nHpopManmy; -
M3y4eHUEBUI0B3aIIMIIaeMOuHpopManuu, yrpo3uH(HopMamoHHOKOEe3011acCHOCTH
,CYIIHOCTUU Pa3HOBHUAHOCTEN HMH(OPMALIMOHHOTO OpPYX U, METOJOB U CPEICTB

BEJICHUS nH(pOPMAIMOHHBIX BOWH; -
M3y4eHUEMETOJOBUCPEACTBOOECTICYCHUINH(POPMAIITMOHHOK0€3011aCHOCTUKOMIIb
IOTEPHBIXCUCTEM, MEXaHH3MOB

3amuUTHIMHGOpMALUH, OPMATHLHBIXMO/IETIe0€30MacCHOCTH, KPUTEPUECBOIIEHKHU
3aIHUIIEHHOCTH U o0ecrieueHnsl 6€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM; -
npuoOpeTeHneyMeHUBIOAOOpEenanain3enoka3areneikayecTBauKpUTeprueBOIeH
KHCUCTEM 0€30MacHOCTH, OT/ICIIBHBIX METOJIOB U CPEACTB 3alIUThl HHPOPMAIUH; -
MpUOOpPETEHNEHABBIKOBAHATN3aNHPOPMAITMOHHOMUHPPACTPYKTYPBICTOUYKH3PECHH
s MHPOpPMAITMOHHOU
0e30MacHOCTH,10100paHOPMATUBHBIXUMETOIMUYECKUXMATEPHUAIOBIIOBOIPOCAM
3aIUThl UHGOPMAITUH. .

N3yyaemble 00bEKTHI M CHUANINHBI

OCHOBHBIE€ MOHATHUS, OOLIEMETOJ0JIOTHYECKHE MPUHLUIBI  TEOPHUH
UH(pOPMAIIMOHHON 0€30MaCHOCTH; - OCHOBBI TOCYIapCTBEHHON MH(POPMALIMOHHOM
MNOJIMTUKUA MO Oo0ecreuyeHnto 0e30MmacHoCTH MH(OpMaLUU; - BUIAb UHPOPMALUU
OTpaHUYEHHOTO JIOCTYyMa; - Yrpo3bl 0€30macHOCTH MHGOPMALMK U YSI3BUMOCTU
MH()OPMALIMOHHBIX CUCTEM; - HH(POPMAIIMOHHBbIE BOWHBI U HHGOPMALMOHHOE
OpyXHe; - METOAbl HapylleHus KOHPUICHIUATBHOCTH, LEJIOCTHOCTH U
JOCTYIHOCTH HMH(OpMalUM; - MPUUYMHBI, BUJbl KaHAJbl yTEYKH HH(OOpPMALUU U
HECAaHKIIMOHUPOBAHHOTO JOCTyna; - QopMalbHble MoOJENH 0€30MacHOCTH
uH(pOpMaINK; - YPOBHU U CEPBUCHI 3aIUTHI MHPOPMALUU; - CIOCOOBI U Cpe/ICTBA
3alUThl UHPOPMALIMK; - KPUTEPUU OLIEHKH 3allUIIEHHOCTH HH(OPMAIMOHHBIX
CUCTEM; - OCHOBBI OPTaHU3aLUH 3aLIUThl UHPOPMAIIUU HA TIPEATPUITHH. .



O0beM 1 BUIbI yueOHOI padoThI

Pacnipenenenue
N Bcero M0 CEMeCTpaM B Hacax
Bun yueOHO# paboThI
4acoB Howmep cemectpa
2

1. [IpoBeaeHue yueOHBIX 3aHATUH (BKITIOYAs
MpOBe/ie-HNE TEKYIEr0 KOHTPOJIS YCIIEBAEMOCTH) 54 54
B (hopme:
1.1. KoHTakTHas ayquropHas paboTa, U3 HHUX:

- nexruw (JI) 24 24

- 1abopatopHble paboTsl (JIP)

- IPAKTUYECKUE 3aHATHUS, CEMUHAPDI U (WITH) 27 27
Npyrue BUJbI 3aHsITHI cemuHapckoro tuma (I13)

- KOHTpOJIb camocTositensHoi padoTsl (KCP) 3 3

- KOHTpPOJIbHAs paboTa
1.2. CamoctositenbHas padora ctyaentoB (CPC) 54 54
2. [IpomexxyTouHas arrecTamnus

DK3aMeH 36 36

Juddepenmpoannbiii 3a4eT

3auer

Kypcogoii mpoexT (KII)

Kypcoas pabora (KP)
OO0mas TpyTI0eMKOCTh JTUCITUTUIAHBI 144 144

Kparkoe conepxanue 1M CUUININHBI
O0pem
OOBeM ay TUTOPHBIX BHEAYAUTOPHBIX
HauMeHOBaHUE Pa3leI0B AUCLUILUINHEL C KPATKHM | oo o oo BUIAM B 9aCaX |3AHATHIA O BHAAM
coJiepKaHueM S
a1 | gp | m3 CPC

2-1i cemecTp




O0BeM

- O0BeM ay TUTOPHBIX BHEayJAUTOPHBIX
AUMEHOBAHHE PA3NENOB TUCIHUITMHBL C KPATKAM | 5oy 0t 1o BaniaM B 4acax |3aHATHil 10 BHIAM
cofiep’KaHueM B qacax
J JIP I13 CpPC
OCHOBBI rOCYAAPCTBEHHOM TOJIUTHK U 6 0 6 15

MCTOAOJIOTUICCKUC ITPUHITUTIBI o0ecrieueHus
MH(GOPMAITMOHHOM 0€30MacCHOCTH

OCHOBBI TOCYAaPCTBEHHON TOJIUTHKH U YTPO3bI
6e3omacHoctu Poccuiickoit denepanyu B
nH(pOPMAIIMOHHOM chepe

OCHOBHBIE COCTaBIISIOLINE HALMOHATIBHBIX
WHTEPECOB

Poccuiickoii denepanuu B HH-HOPMaITMOHHOM
ctepe.

WudopmarmonHas 6e3onacHocTs Poccuiickoit
®enepanun. MHTEpECH TMYHOCTH B
WH(POPMAITMOHHOM

cthepe. aTepeck obmecTBa B MTHGOP "MaIlMOHHON
ctepe. MHTEpecs rocynapcTsa B
WHGOPMAITMOHHOM

ctepe. Bunsl yrpos nHhpopMamoHHOM
6e3omacHOCTH

Poccuiickoit @enepannn. cTouHUKM yrpo3
nH(pOopMaIMoHHOM 6e3omacHocT Poccuiickoit
®eneparuy. BHeHNE HCTOYHUKH YTPO3.
BayTpeHHue

MCTOYHHUKH yrpo3. Hampasnenus obecnieueHus
MH(OPMAIIMOHHON 0€30MacHOCTH TOCYAapCTBa.
[TpoGiieMbl pernoHATBEHON UHPOPMAITHOHHON
6e3onacHocty. Ponb crienpanucra 1o 3ammre
WH(POPMAITMOHHOM 0€301MacHOCTH B 00eCTieueHu !
HaIlMOHAJIBHOM 0€30M1aCHOCTH TOCYAapCTBa.

OcHOBHBIE MOHATHS U O0IIEMETO/I0JIOTUYECKHE
[PUHLIUIIBI TEOPUN UHPOPMALIMOHHON
0€e3011acHOCTH

VICTOYHWMKY MOHATHI B 00J1acTH HHPOPMAITMOHHOM
6e3onacHocTd. OCHOBHBIE TIOHATHS
MH(OPMAITMOHHON

0€301acHOCTH: IOKYMEHTUPOBAaHHAsI MHPOpPMAIIHS,
6e301macHOCTh MHPOPMALIHH,
KOH(HICHIINATBLHOCTD,

L[EJIOCTHOCTh, JOCTYITHOCTh HH(OpMaLUH, 3a1uTa
MH(OPMaIUH, CHCTEMA 3alUTHl HHPOPMAIUH.
OO011eMeTOA0I0THYeCKUE IPHHLIUIIBI TEOPUH
WH(POPMAITMOHHOM O€301TaCHOCTH.

[TonsTHE M BUABI 3aIIUIIIAeMON HH(DOpMAITHH.




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

[ToHsiTHE M CYIIHOCTH 3aIIUIIaeMoi HHOpMaIny.
[IpaBa 1 00s13aHHOCTH 00IaKaTENT HHPOPMAITIH.
Buaer

3anuiaeMoil nHGOpMaIK: roCyAapCTBECHHAS
TaliHa,

cirykeOHas TaiiHa, mpodeccuoHalbHas TaliHa,
KOMMepU€ecKas TaiiHa, IEPCOHAIbHbIE JaHHBIE.
[lepeueHb

CBEZICHUI KOH(PHUICHIIMAIBHOTO XapaKTepa.
[TonsaTHE

WHTEIICKTYaIbHONH COOCTBEHHOCTH U
0COOCHHOCTH €€

3aLUTHI.

OCHOBHBIE METO/TbI, MOJICJIH ¥ CPEACTBA 3AITUTHI
nHGOpMAIIH

14

17

27

YPOBHH U CEPBHCHI 3alIUTHI HHPOPMAIIH B
MH(QOPMAIIMOHHBIX CHCTEMAxX

Enunable KpuTepun 6e30MacHOCTH
WH(GOPMAITIOHHBIX

TEXHOJIOTHH. 3aKOHOIaTEIbHBIHN,
aMUHHUCTPATUBHBIH,

MpOLEAYPHbII YPOBHU MHPOPMALIMOHHON
0e30MacHOCTH.

ConepxaHue cepBHCOB O€30MAaCHOCTH
[IPOrPaMMHO-TEXHUYECKOI'O YPOBHS.
Wnentndukanus u ayTeHTH)HUKAINS, yIIPaBICHAE
TOCTYTIOM M aBTOPU3AIHS, IPOTOKOIMPOBAHHUE U
ayJIuT.

Kpunrorpacdus ans cepBucoB 0€30MaCHOCTH:
m@poBaHUe U KOHTPOJIb LIETOCTHOCTH.
OKpaHUpOBaHUE. AHAIN3 3aILUIIEHHOCTH.
ObecrieuecHue

TOCTynHOCTH. TyHHENMpPOBaHUE. YTIpaBIECHUE.

dopmansHbIe MOJIENH OE30MMaCHOCTH
aBTOMAaTU3WPOBAHHBIX CHCTEM

Haznadyenue opManbHBIX MoieeH
0€30IacHOCTH.

[TonuTrka 6e3onacHoCTH. MOHUTOP 6€3011aCHOCTH
oOpateHuil. JIuckpeinoHHas U MaH1aTHast
MOJIENH

6e3omacHocTr. DopMabHBIE MOAETH YITPABICHUS
noctynom. Mognens Xapprcona-Py330-YnsmaHa.
Mopens benna-Jlallagynel. @opmanbHble MOJENH
uenoctHocTd. Mogens Kiapka-Buiicona.




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O0BeM

O06beM ayTUTOPHBIX BHEAYJUTOPHBIX
3aHATUH 10 BUJIaM B yacax |3aHsATHH 110 BUIAM
B yacax
JI JIP 113 CPC

Monens buba.

CoBMECTHOE HCIIOJIb30BaHNE MOJIEIIeH
0€30IacHOCTH.

PoneBoe ynpasieHue TOCTYIIOM.

Crioco0bl M cpesicTBa 3alMThl HH(QOpMaLuu
OOm1as xapakTepucTHKa CrIoco0O0B U CPENICTB
3aINUTHI

nHpopMmariu. [IpaBoBast, TeXHUYECKAS,
Kpunrorpapuueckas, pusnyeckas 3ammra
nHGOpPMAIIH.

OpraHu3aioHHO-IPABOBbIC, TEXHUYECKUE U
KpunTorpaguiyeckre MeTo 1l 00ecrnedeHus
nHpOpMamoHHo# Oe3zomacHocTH. [IporpaMmmHo-
anmapartHble cpelcTBa o0ecTieyeHus
WH(POPMAITMOHHOM

oe3omacuoctu, DLP, SIEM-cucteMsl.
KomrnekcHbie

pelieHust B 00eCTIeYeHIH 3aIUuThl THPOPMAIIHH,
SOC-

LIEHTPBI.

Kputepuu oLeHKH 3alMIIEHHOCTH
WH(POPMAITIOHHBIX

CHUCTEM

Moenu, CTpaTeTuu U CUCTEMBI 00ECTICUEHUS
nH(pOopMaIMoHHOM 6e3omacHoctu. Kpurepun u
KJIACChI

3aLUILEHHOCTU CPEACTB BHIYUCIUTEIHLHON
TEXHUKH U

aBTOMATHU3UPOBAHHBIX HH()OPMAIIHOHHBIX CHCTEM.
Kpurepun 6€30macHOCTH KOMIBIOTEPHBIX CHCTEM
«Opamxeas kHuray. O0mue KpuTepun
6e3omacHOCTH

WH(GOPMAIIMOHHBIX TEXHOJOTHH. PykoBoasime
nokymeHThl ['octexkomuccuu (PCTIK) Poccun.
CranaapTsl IO yNpaBICHUIO HH(OPMAITMOHHOM
6e3onacHoctrio ISO/TEC 27000.

3amuTa nHGOPMAITUU OT TEXHHUECKUX Pa3BeIOK
Knaccudukaryst © BO3MOKHOCTH TEXHUIECKIX
pa3Benok. KommbroTepHas pasBeaka. TexHUIecKue
KaHaJIbl YTeUKU WH(OOPMAITUH TPU SKCITyaTaliu
aBTOMATU3UPOBAHHBIX cucTeM. [loHaTHe 1
Kiaccu(uKaIus BUI0OB TEXHUUECKUX Pa3BEIOK.
Krnaccudukariysi TeXHUYECKUX KaHAJIOB YTCUKH




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

nHpopmarn. CrocoObl ¥ CPECTBA 3AIIUTHI
MHQOPMAIH OT YTEUYKH MO TEXHUYECKUM
KaHajaM.

3amuTa HHQOPMaLMU KPUNITOTpapUuecKUMU
METOaMHU

[TonsiTHe KpUnTOrpaduIecKOM 3aluThI
WHGPOPMAITIH.

Cucrewmsl lllennona. Tumsr u cBoiicTBa mH(POB.
CuMMeTpUYHBIE B ACHMMETPUIHBIE
KPUIITOCUCTEMBI.

[IpeobpazoBanue no cxeme deiicrens. [udp
DES,

['OCT 28147-89. Anroput™m mudpoBaHus
RSA.Ynpasnenue kpuntorpadpuiecKuMu
KITFOUaMH.

[Tpotokon Kerberos. Kpunrorpaduueckas
cucrtema ??9b-

["amans. [lorsitue Xom-GyHKIHH.
Wndpactpykrypa

oTkpbIThIX Kitouelt (PKI). Cpencrsa
KpUNTOrpaduuecKoi 3auThl UHPOPMAITH U
HIIEKTPOHHOM MOJITHCH.

Kpunrorpapudeckue cpeacTBa 3aliuThl
MH()OPMAITHH.

OcHOBBI 0€30MaCHOCTH CETEBBIX TEXHOIOTUI
bazoBas aTaJloHHast MOJIENb B3aUMOIEHCTBUSA
OTKPBITHIX

cucteM (OSI). YpoBHH U OCHOBHBIE TPOTOKOJIBI
CeTeBOro B3auMozencTBus. KoHuenuus ceTeBbIx
30H.

[Tpotokon [Psec. VPN. Tumnsl Opanamays’poB u
NpUHIMIET GuibTpanun Tpaguka. CucTeMbl
0OHapyKEHUS/TIPETOTBPALICHHUS BTOPKEHHIA
(IDS/IPS).

3amuTta Web-npuinoxeHui.

AKTyaJIbHbIE YyTPO3bl 0€30MaCHOCTH HH(POPMALIUU

12

[TonsiTHE M BUJIBI YTPO3 MH(YOPMALIMOHHOM
Oe3omacHoCTH

[Tonsitue yrpo3sl HHGOPMALIMOHHOM
0e30omacHoOCTH.

®akKTOop, BO3AECUCTBYIONINI HA 3aITUIIIAEMYIO
nHpOopMaryo. THITBI JecTaOMITH3UPYIOIIHNX
(bakTopoB.

Knaccudukanys 1 BUIb! yrpo3 HHPOPMALMOHHON
6e3onacHocTH. BHyTpeHHUE U BHELIHHE




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

NCTOYHHUKH

yYTrpo3 HHPOPMAIIMOHHOH 0€301MacHOCTH. YTPO3bl
YTEUKH

nH(GOPMAIK U YTPO3bl HECAHKIIMOHUPOBAHHOTO
noctyna. OCHOBHbIE 3JIEMEHTHI KaHaja
pean3anun

YrpO3bI 0€301acHOCTH HH(OPMAIINHL.

WNudopmarmonHas 6€30MacHOCTh U
MH(QOPMAIIMOHHOE

MPOTUBOOOPCTBO

Cy0ObexThl HH(OPMAITMOHHOTO MPOTUBOOOPCTRA.
[enu

nH(pOPMAIIMOHHOr0 MPoTUBOOOpcTBa. COCTaBHBIE
JaCTH

1 METOIbl HHPOPMAIIMOHHOTO TIPOTHBOOOPCTBA.
HHubopMammoHHOE OpYyKHe, €T0 KIACCUPUKAIUS H
BO3MOKHOCTH. OCHOBHBIEC HallpaBIICHUS
oOecredeHus

MH(GOPMAIIMOHHOM 0€301MacHOCTH 00BEKTOB
nH(POPMAIIMOHHOM c(epbl TocyJapcTBa B
YCIIOBHSX

WH(pOpMAITMOHHOW BOIHBI. MHpOpManmoHHas
BOMHA KaK

croco0 Bo3aeicTBUS Ha HH(DOPMAIIMOHHbIE
CHUCTEMBI

pa3IMYHOTO HA3HAYCHUS U OOBEKTHI KPUTHYECKOM
MH(GOPMAIIMOHHOM HHPPACTPYKTYPbI

HNTOI'O no 2-my cemecTpy

24

27

54

NTOI'O mo nucuuiuinge

24

27

54




